Video Transcript 7

Narrator:
The purpose of this video is to test how secure Social Networking Site data is when we’ve implemented common privacy settings.

The ACLU of Northern California recently released a quiz that allows users to see the information third-party developers can retrieve from a user’s SNS profiles.

Quiz applications are rather popular in Social Networking Site, however, as we answer questions about our favorite foods or who is favorite celebrity, third-party developers could be pulling – with our consent – our personal information and either storing and/or misusing that data.

Let’s take this quiz and see what sort of information the ACLU can gather from our profile.

We set Michael James Shaw’s profile so that it is private. Therefore nothing should be seen and his profile should be hidden from everyone but his friends. And, if you were to attempt to access his page and you were not on his friends list, you wouldn’t see very much information about Michael James Shaw except for his profile picture.

Let’s see what this quiz can pull from his private profile.

The first question asks, “when you take a quiz on popular Social Networking Sites, what can the quiz see about you?”

Well, since we set the profile to private, the quiz can probably only sees information that’s public.

Interesting. The quiz application pulled the list of groups we’re in. It retrieved our hometown.  The quiz pulled our full name as well as information about our gender and sexual orientation and it pulled our political views.

Let’s move on.

Question two asks, “what information about you can a quiz see when your friends take a quiz?” Or what information can the quiz see about Michael James Shaw when a friend of Michael James Shaw takes a quiz and not Michael himself.

I would imagine the quiz would see nothing about Michael since Michael’s not taking the quiz.

Aha! According to this, even if Michael never touches the quiz, because his friend took the quiz, the quiz was able to pull Michael’s profile information. In addition, as shown here, the quiz pulled the information of Michael James Shaw’s friends as well. We’re seeing pictures, network information, dates, and other friends. This list goes on.

Therefore, if one of your friends takes a quiz, even if you never take the quiz or reveal personal or private information, a third-party application may be able to pull not only your personal and private information, but the quiz may be able to retrieve the personal and private information of anyone on your friends’ friends list including you. Privacy settings do not matter.

So, there must be some safeguards, right? 

Question 3 asks, “There must be safeguards somewhere, right? My information is safe because:”

Several popular Social Networking Sites screen developers.

But, as shown in the quiz response, some social networking site protections are specified in the services’ Terms of Services or TOS which state third-party developers must collect the information they need for their application and no more. Unfortunately, this relies upon the integrity of the application developer. While many third-party application developers may have a high moral standard, not all third-party application developers will collect just what they need. Unfortunately, some social networking sites provide no firewalls to limit the data a developer can collect from you and your friends.

And although, technically, this particular quiz may violate a sites Terms of Service. If social networking sites were to block this quiz application or any other application in violation of the services’ TOS, even if they sued the developer the fact remains that once the data is in the hands of a third-party, neither you nor the social networking administration has any control over the information and there is no controlling where that information goes. In the digital world it is very hard if not impossible to remove content made public on purpose or by accident.

This video is not an attempt to frighten you. Rather, the purpose of this video is to make you aware of the fact that by posting private or potentially damaging information on the Internet, you are placing your data in the hands of a third-party who may be a foreign government, a crook, or just a kid writing quiz programs to make money on social networking sites.  We must consider, though, that we simply do not know who is using our data. Be careful what you post on the Internet and be aware of the threats of carelessly allowing third-party applications access to your personal information. 

In this video we are going to look at the privacy policies of a couple of well known social networking sites.  If you are like the average user on the internet you will skip reading the privacy policies before joining an online social networking site.  A printed copy of popular social networking sites can be 10-15 pages in length.  Most people are just excited about getting into the site rather then reading a lengthy privacy policy.  So let’s take this opportunity to look at the privacy policies of a couple of SNS sites currently used by million of people worldwide.

This is the privacy policy for on of the most often used SNS sites.  Although this was the current policy as of December of 2009, these policies change often and should be reviewed prior to signing up for an account.  By the time you watch this video this privacy policy could have changes several times which further reinforces the need to review these policies each time you register for a new account.

Let’s quickly look through a few key paragraphs of a typical SNS privacy policy.  The first paragraph that I would like to point out is one that states you post user data on the SNS site at your own risk.  Although many of these SNS sites allow you to set privacy policies to limit access on your pages, many social networking sites take no responsibilities and provide no assurances your information will be safeguarded.  Several SNS sites state that they cannot control actions of others 

