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| Adversary Activity and
" Capabilities

UNCLASSIFIED 12/21/2012 09110 AM 3



N :sdvin ‘A3A3 ‘vsn o1 ) D}st :so10Hd WV 686 £T0Z/TL/TC

owm: (D}

“ Ajianoe EsoS.:: 9
owm::xe mm_u___nmn_mu VNI ‘IND
£ W

SHYOMLIN

SN

ossn (1L)(a)

._.“_<~_o AMIAIOY AleSIDAPY JO MIIAIBAQ Q

JTa),




(S//REL)

(b)(1) USSC

(b)(1) USSC

(b)(1) USSC

(b)(1)

12/21/2012 09:10 AM

Graphic: A._.m\_ (b)(1) _V




ossn (L)(a)

ossn (1)(Q)

N ranrr) TR
- i_Cxe_f -




(b)(1) USSC

(b)(1) USSC

12/21/2012 09:10 AM




owmaAFva

ossn (L)




| How The Adversary Fights
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‘ Key Terrain of the Fight

(b)(1) USSC

01/11/2013 3:37 PM PHOTOS: T5/[(b)(1) ] TO USA, FVEY 11
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' (U) Cyber Options Against Key Terrain

(b)(1) USSC
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Cyber Forces We Need
for the Fight
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‘ All teams must be trained in cyber basics to surge to other teams when needed.

Cyber Mission Forces IS
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Logical to Physical (U)

Geolocation of adversary’s networks and key nodes,
shows relationships between connections in cyber
and in physical world

Networks (U)

Enables planning, operations and deconfliction

Geographic Terrain (U)

Critical infrastructure, key actors and key resources

Real-Time Visibility (U)

Networks, adversary attacks, C2 nodes, botnets

(b)(1) USSC |(S//REL)

(U) We Cannot Fight If We Cannot See

(b)(1) USSC

(b)(1) USSC
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i@ Ve Must Fully Leverage the nmvmam_:mmmzwawg
USCYBERCOM & NSA for the Nation

USCYBERCOM NSA |
(Title 10 Authority) (Title 50 Authority)
DEFEND & RESPOND DISCOVER & COUNTER
CRYPTOLOGIC ENTERPRISE
COLLECT & PROTECT

Leveraging both organizations and leadership provides the Nation:

| % A

(b)(1) USSC

UNCLASSIFIED 23
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Ability to Act Enabled by ....

Unified Dual-Hatting of CDR USCYBERCOM
Command and DIRNSA

o ] _io-.Bm:o:m:m::m with
Coordination with Private Sector & Protecting
Co-Location Civil Liberties

UNCLASSIFIED 12/21/2012 0%:10 AM 25
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' Take Aways

* How USCYBERCOM will maintain m:.mﬁmm_n
advantage in cyberspace:

— We see the attack (visualization through NSA’s
world-class cryptologic enterprise)

— We have adequate number of highly trained
cyber forces in place and on net

— We share the information (legislation to allow
real-time sharing with industry)

— We act swiftly with unity of effort (unified
command, dual-hatting, SROE, policy, C2)

UNCLASSIFIED 27
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Internet was used for information
sharing, research, chatting, instant
messaging, emailing...

Cyberspace is used for generating *
and storing information, social .

networking, shopping,
entertainment, communicating,
banking, information sharing, .
emailing, gaming...

UNCLASSIFIED

12/21/2012 09:10 AM

UNCLASSIFIED

. Beyond the Internet toward Cyberspace...

" INTERNET USERS
ecemn 5

* Slow connection speeds built around stationary computers
* Initial intent was for an open network; security was not a concern

Faster connection speeds built .
around online servers and storage

Cyberspace stores our nation’s
secrets, bank information and

Ability to access information from  Military plans

computers, phones, televisions .
and even refrigerators! The
Internetis at our fingertips

Security is a concern: increase in  °
spam/spyware/viruses because

our wealth and information is on

the network

Cyberspace is used to operate our
power grid, water systems and
other critical infrastructure

Cyberspace is a place for rich
personal interactions and
information exchanges.

29
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. (U) Worldwide Cryptologic Platform Emoss

*(S//REL)[®XD USSC |
(b)(1) USSC |

*(U) Multiple Environmental Domains, Multiple Authorities, |
Complex Policies Jemusse N

Illll.ll.ll._.illr Sl b

(b)(1) USSC

—AUVQV USSC — Graphic: (TS/| by 1) P

(TS/om JREL)|(bX1) USSC

_Gx: USSC

‘A_ox: USSC 31
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Graphic: A._.m?_ux: T

One day’s worth of attack activity |(PX1) USSC
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General Keith Alexander

The overall classification of this briefing is: FOPSEEREFHX
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% Oversight and Compliance

RIS rs s 12

®

»2
Ll
&

n NSA & USCYBERCOM are committed to
' protecting privacy and civil liberties.

Legislative Branch 4 Executive Branch Judicial Branch
Key committees: ! * POTUS -+ DNI * FISA Court: provides
* Intelligence * NSA * Dol oversight over S»m“wﬁm:nm
o ; . o activities conducte
Armed Services Dob AG pursuant to FISA

* Judiciary
* Appropriations
* Homeland Security

Congressional Role
* Oversight and Compliance * Mission Oversight
* Authorities: Cyber Legislation, * Resourcing

FISA Amendment Act (FAA)
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B Russia Cyber Threat

(b)}(1) USSC

e|(b)(1) USSC

(b)(1) USSC

We surrendered this terrain some time ago...but now we are
entering the game again.
Vladimir Putin, 1999
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.. % The Most m_m...;_nmsﬁ Breach of c, S.

Military Computers

(b)(1) USSC

(b)(1) USSC
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AR [15)7) Ussc

First Discovered:|(bX1) USSC

Attribution:
*1(b)}(1) USSC

Targets:

Widespread campaigns against:

+[(b)(1) UssC

Implant Information:
*(b)(1) USSC

(b)(1) USSC
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h P China’s 0<m_,m= Cyber »2_52

(b)1) Cmmo ..

* (b)(1) USSC
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China: Cyber Exploitation and |
There are a total of

“J(b)(1) USSC

(b)(1) USSC

(b)(1) USSC [(o)(1) USSC

(b)(1) USSC
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4 (b)(1) USSC

il (b)(1) USSC

_.Hoi Are They Stealing?

(b)(1) USSC

(U) Spear-phishing:
use of a targeted e-
mail, possibly nearly
indistinguishable
from legitimate
communications, to
lure a victim to
open a malicious file
or visit a malicious
website.

(V) Vulnerability: a
software or
hardware defect or
unintended effect.

(V) Zero-day
exploit: a
vulnerability that
has not yet been
patched or
mitigated.

(b)(1) USSC

(b)(1) USSC
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CHINESE INTRUSION SETS
(b)(1) USSC
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CHINESE INTRUSION SETS
(b)) UssC

b)(1) USSC
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CHINESE INTRUSION SETS (o)1) InNeFe

. Summary of Intrusion Sets — US ._.m,qwmﬂm

(b)(1) USSC
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(b)(1) USSC
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gl The NSA platform gives us the ability

(b)(1) USSC
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Key Terrain for the Fight

Countering the Adversary

(b)(1) USSC

(b)(1) USSC

CYBERCOM’'S FIGHTING STRATEGY
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Other Actors
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FORSEEREF (b)) [OPrORN

SR Non-State Actors
| ~ Worldwide

Characteristics

o[(b)(1) USSC

(b)(1) USSC

al\w U Prevalent Targets

(b)(1) USSC

(b)(1) USSC

TOP-SEEREY(0)(1) eTORN- . 41
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B, e i

.»._.mxm>im<m

* |t takes a team to enhance U.S. cybersecurity

- while protecting civil liberties...and that team
is in place

* Congress plays a crucial role
— Oversight, Resources, Authorities
— Cybersecurity legislation to protect critical
infrastructure

* We are committed to transparency with

Congress
— Work most closely with Intelligence and Armed
Services...but are responsive to all members

* We have enjoyed exceptional support and
look forward to working with you
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. Cyber Legislation

« Establish a cyber security standards framework

» Offer liability protection for cyber intrusion losses to those entities that satisfy the
cybersecurity standards

* Information .,mwm_,m:@, enables the ,omm&m@ﬁ. collaboration needed to address threats
- Companies who harden their networks should be afforded liability protection

We can protect civil liberties and secure cyberspace ...
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