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TEAM CYBER

e THANK YOU FOR INVITING ME TO HAVE THIS DISCUSSION TODAY.

e AS YOU KNOW, | HAVE THE PLEASURE OF LEADING AN AMAZING TEAM UP AT
FORT MEADE BOTH AS THE DIRECTOR OF NSA AND AS THE COMMANDER OF
US CYBER COMMAND.

OVERVIEW OF MY DISCUSSIONS

e I’D LIKE TO DISCUSS THE CHALLENGES WE FACE IN PERFORMING THE VITAL
MISSION OF KEEPING U.S. MILITARY NETWORKS SECURE, ASSISTING OUR
COMBATANT COMMANDERS AROUND THE WORLD, AND WORKING WITH
OTHER U.S. GOVERNMENT AGENCIES TO DEFEND OUR NATION AND ITS
INTERESTS IN CYBERSPACE.

o FLLSTART WITH THE LANES IN THE ROAD WE HAVE FORMULATED WITH
DOJ/FBI AND DHS ON HOW WE WORK TOGETHER DEFEND THE NATION BOTH
DOMESTICALLY AND ABROAD WHILE PROTECTING CIVIL LIBERTIES AND
PRIVACY; :

e UPDATE YOU ON THE RECENT CYBER ATTACKS THAT WE HAVE BEEN SEEING
FROM IRAN;

e THEN TALK ABOUT BOTH THE ACCESSES WE HAVE AND THE OPERATIONAL
PLANNING WE ARE CONDUCTING TO SUPPORT DEFENSE OF THE NATION AND
COMBATANT COMMAND PLANNING AND OPERATIONS.
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ROLES AND RESP IBILITIES (KEY POINTS FROM THE B CHART

e DOD CANNOT DO IT ALONE. NO SINGLE PUBLIC OR PRIVATE ENTITY HAS ALL
THE REQUIRED AUTHORITIES, RESOURCES OR CAPABILITIES TO RESPOND TO
OR PREVENT A SERIOUS CYBER ATTACK.
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| WORK CLOSELY WITH SECRETARY NAPOLITANO AND DEP SECRETARY LUTE
AT DHS, AND WITH DIRECTOR MUELLER AT THE F8I
WE ALL SEE EYE TO EYE ON THE IMPORTANCE OF SUPPORTING EACH OTHER’S
MISSIONS
FBI - FBI’S ROLE IN DOMESTIC SPACE IS ABSOLUTELY CRITICAL TO DISRUPTING
CYBER CRIMINALS AND STOPPING CYBER ATTACKS
o INVESTIGATE, ATTRIBUTE, DISRUPT AND PROSECUTE CYBER
CRIMES.
o CONDUCT DOMESTIC COLLECTION OF CYBER THREAT
INTELLIGENCE
o THE LEAD FOR INVESTIGATION AND ENFORCEMENT.
DHS - DHS’ WORK TO DEFEND THE .GOV AND TO STRENGTHEN THE
SECURITY POSTURE OF CRITICAL INFRASTRUCTURE IS ESSENTIAL; THEY ARE
THE LEAD FOR DOMESTIC CYBERSECURITY AND HELP PROTECT FEDERAL
NETWORKS AND CRITICAL INFRASTRUCTURE
o COORDINATE THE NATIONAL PROTECTION, PREVENTION,
MITIGATION OF, AND RECOVERY FROM CYBER INCIDENTS;
o LEAD FOR PREVENTION
DOD/IC -
o DEFEND THE NATION FROM ATTACK;
O GATHER FOREIGN CYBER THREAT INTELLIGENCE AND
DETERMINE ATTRIBUTION;
o SUPPORT THE NATIONAL PROTECTION, PREVENTION,
MITIGATION OF, AND RECOVERY FROM CYBER INCIDENTS
O LEAD FOR NATIONAL DEFENSE
WE CAN’T ACT QUICKLY WITHOUT CLEAR LINES OF RESPONSIBILITY AND
RULES OF ENGAGEMENT
| THINK ALL THREE DEPARTMENTS ARE COMFORTABLE WITH THE ABOVE
CONSTRUCT AND THAT IT MAY BE USEFUL TO CONSIDER CODIFYING THOSE
RELATIONSHIPS IN ANY LEGISLATION WE ENACT TO MAKE IT CLEAR TO THE
PUBLIC THAT THEIR GOVERNMENT IS DEFENDING THE NATIONS BUT WITHIN
CONSTITUTIONAL GUIDANCE FOR PROTECTING OUR CIVIL LIBERTIES.
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RECENT CYBER ACTIVITIES

e THE LONGEST ATTACK

OVER THE PAST SIX MON HACKERS HAVE ATTACKED | (bX(1)

FINANCIAL INSTITUTIONS| (b)(1) USSC
(b)(1) USSC

* [(b)1)USSC
THE LATEST SERIES OF ATTACKS BROUGHT DOWN THE|(b)(1) USSC |

(b)(1) USSC

THE IRANIANS CALL THESE ATTACKS|(b)(1) USSC AND HAVE
DESCRIBED|(b)(1) USSC

O |(b)(1) USSC

o)

-|(b)(1) USSC AMAZON

NETS S7MIL PER HOUR IN ONLINE SALES.
SO WHAT DO WE DO ABOUT ANOTHER NATION STATE ATTACKING OUR
NETWORKS?
THE TEAM UP AT FORT MEADE IS DOING AS MUCH AS WE ARE AUTHORIZED
TO COUNTER THIS ACTIVITY, INCLUDING: |

1. (b)(1) USSC

2.

3. ALERT THE OTHER CENTERS AT FBI & DHS (NTOC/JOC)
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4. ALERT THE BANKS (NTOC) (VIA DHS NCCIC)

5. DEPLOY INFORMATION ASSURANCE TEAMS TO HELP SHORE UP
NETWORKS WHEN REQUESTED TO DO SO (NSA IAD AND
USCYBERCOM).

6. [(b)(1) USSC

7.

e |(b)(1) USSC

e EXECUTION OPTIONS:

O |(b)(1) USSC

e |(b)(1) USSC

(b)(1) USSC

O
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e KEY TAKEAWAY:|(b)(1) USSC 'S THE RADAR THAT
ALLOWS USCYBERCOM TO SEE THE ADVERSARY IN THIS DOMAIN.

e YOU CAN'T FIGHT WHAT YOU CAN’T SEE AND NSA HAS THE BEST PICTURE OF
THE KEY TERRAIN FOR THIS FIGHT.

e SAUDIARAMCO
e IN AUGUST, SAUDI ARAMCO WAS HIT WITH A DESTRUCTIVE ATTACK THAT

DESTROYED THE DATA ON MORE THAN 30,000 SYSTEMS,I (b)(1) USSC

O I(b)(1)-USSC
o)
o)
- [(b)(1) USSC

o J(b)(1) USSC
- |[(b)(1) USSC

o WHAT KEEPS ME UP AT NIGHT IS KNOWING THAT ANOTHER NATION THAT
HAS DEMONSTRATED CAPABILITY FOR DESTRUCTIVE NETWORK ATTACK IS
CURRENTLY CONDUCTING DISRUPTIVE ATTACKS AGAINST OUR FINANCIAL
NETWORKS.

« [D)(1)USSC
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(b)(1) USSC

e |(b)(1) USSC
o l(b)(1) USSC

e [(b)(1) USSC , I

o[(b)(1) USSC
(@)

o)

o [(b)1)USSC

ol(b)(1) USSC

®)

e CCMTS: AS FAR AS CYBER COMBAT MISSION TEAMS (CCMTS), IT IS
IMPORTANT TO NOTE THAT CCMTS SUPPORT COMBATANT COMMAND
(CCMD) MISSIONS AND, CONSEQUENTLY THESE TEAMS’ FOCUS AREAS WILL
BE DEVELOPED BASED ON CCMD PRIORITIES.

e [(b)(1) USSC

o |(b)(1) USSC
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o |(b)(1) USSC

(b)(1) USSC

e |(b)(1)USSC

S |(0)(1) USSC

« [(b)(T) USSC

o |(b)(1) USSC

(o]

. [e)1)ussc

(b)(1) USSC

« [(b)(1) USSC

o |(b)(1) USSC

(b)(1) USSC

O 1(b)(1) USSC

(b)(1) USSC




e [(b)(1)ussc

OUR OFFENSIVE AND DEFENSIVE TEAMS WORK TOGETHER

o |(b)(1) USSC

o j(b)(1) USSC
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o |(b)(1) USSC

. [e)X1)ussc

[(b)(1) USSC [DOD DECIDED TO REALIGN JTF-GNO UNDER JFCC-NW AND
SUBSEQUENTLY INCLUDED AS A PART OF THE STAND UP OF USCYBERCOM.
e THE SUCCESS OF DOD’S ABILITY TO FIGHT AND WIN IN CYBERSPACE IS

INEXTRICABLY LINKED TO THE NATION’S WORLD CLASS CRYPTOLOGIC
PLATFORM.

9

(e)(1)
nD = DEe




“or-seenery|”" [NOFeRN-

OPENING COMMENTS

e THANK YOU VERY MUCH CHAIRMAN YOUNG
AND RANKING MEMBER VISCLOSKY FOR
INVITING ME TO SPEAK TODAY ON BEHALF OF
THE MEN AND WOMEN OF U.S. CYBER
COMMAND AND THE NATIONAL SECURITY
AGENCY

e | HAVE THE HONOR OF LEADING THESE MEN AND
WOMEN ON A DAILY BASIS. THERE IS NO FINER
AND MORE DEDICATED TEAM OF SERVICE
MEMBERS AND CIVILIAN PERSONNEL
ANYWHERE.

e I’'D LIKE TO SPEAK TODAY ABOUT THE
CHALLENGES WE FACE IN PERFORMING THE
VITAL MISSION OF KEEPING U.S. MILITARY
NETWORKS SECURE, ASSISTING OUR
COMBATANT COMMANDERS AROUND THE
WORLD, AND WORKING WITH OTHER U.S.
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GOVERNMENT AGENCIES TO DEFEND OUR

NATION AND ITS INTERESTS IN CYBERSPACE.

o SINCE LAST YEAR, EVENTS IN CYBERSPACE HAVE
EVOLVED RAPIDLY

© THREATS IN CYBERSPACE CONTINUE TO
ADVANCE AND GROW

o WE ARE WORKING TO SECURE OUR NETWORKS
BUT THERE IS MUCH MORE TO DO TO PROTECT
OURSELVES FROM THESE THREATS

(U/F©H6YROLE OF DOD:
o 'LL ADDRESS SOME OF THESE THREATS IN A FEW

MOMENTS
¢ BUT FIRST | WANT TO FRAME OUR DISCUSSION
WITH A FEW POINTS ON THE ROLE OF THE DOD
AND THE IMPERATIVE THAT WE OPERATE IN
CYBERSPACE WITH UNCOMPROMISING
CONCERN FOR PROTECTING CIVIL LIBERTIES AND
COMPLYING WITH THE CONSTITUTION AND
LAWS OF OUR NATION
¢ THREE MAIN FUNCTIONS:
O DEFEND THE NATION FROM ATTACK IN
CYBERSPACE
O SUPPORT COCOM PLANNING AND OPS
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O OPERATE AND SUSTAIN DOD

INFORMATION NETWORKS
e WE MUST ALSO GATHER CYBER THREAT
INTELLIGENCE, AND SUPPORT THE NATIONAL
PROTECTION, PREVENTION, MITIGATION OF,
AND RECOVERY FROM CYBER INCIDENTS

U BUBBLE CHART

e BUT DOD CANNOT DO IT ALONE. NO SINGLE
PUBLIC OR PRIVATE ENTITY HAS ALL THE
REQUIRED AUTHORITIES, RESOURCES OR
CAPABILITIES TO RESPOND TO OR PREVENT A
SERIOUS CYBER ATTACK.

e | WORK CLOSELY WITH SECRETARY NAPOLITANO
AND DEP SECRETARY LUTE AT DHS, AND WITH
DIRECTOR MUELLER AT THE FBI .

e WE ALL SEE EYE TO EYE ON THE IMPORTANCE OF
SUPPORTING EACH OTHER’S MISSIONS

O FBI'S ROLE IN DOMESTIC SPACE IS
ABSOLUTELY CRITICAL TO DISRUPTING
CYBER CRIMINALS AND STOPPING CYBER
ATTACKS

O LIKEWISE, DHS’ WORK TO DEFEND THE
GOV AND TO STRENGTHEN THE SECURITY
POSTURE OF CRITICAL INFRASTRUCTURE IS

ESSENTIAL; THEY ARE THE LEAD FOR
3
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CONGRESS, THE EXECUTIVE BRANCH AND THE

JUDICIAL BRANCH
o CONGRESS PLAYS A CRITICAL ROLE BY
PROVIDING OVERSIGHT, GRANTING
AUTHORITIES, AND ALLOCATING RESOURCES
e WE CAN PROTECT OUR NATION WHILE
ADDRESSING GROWING THREATS

(U) DISTURBING TREND
e CERTAIN NATION STATES HAVE RESOURCED

NATIONAL STRATEGY TO GROW ECONOMY BY
EXPLOITING R&D FROM LEADING TECH
COMPANIES ACROSS THE GLOBE
¢ TARGET LARGE & SMALL U.S. COMPANIES
¢ DESTRUCTIVE ATTACKS ON THE RISE
- AUGUST 2012 - SHAMOON INFECTED MORE
THAN 30,000 COMPUTERS IN SAUDI ARABIA’S
ARAMCO
- SIMILAR ATTACK ON RASGAS OF QATAR
e HERE IN THE US, INTRUSIONS OCCURRING
AGAINST BEST IN THE SECURITY BUSINESS.
- 2012: SYMANTEC, MASTER CARD, VISA
- OVER THE PAST 6 MONTHS, MULTIPLE
ATTACKS AGAINST WALL STREET & US BANKS
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¢ IT IS NOT GOING TO GET ANY BETTER;
INDICATIONS OF WHAT’S TO COME

(U) OVERVIEW OF ADVERSARY ACTIVITY
e CHARACTERIZING THE THREAT FROM CHINA,

IRAN AND RUSSIA
o (1™ (b)(1) USSC

(b){(1) USSC

*(TS"" [REL){(b)(1) USSC
(b)(1) USSC

o (19" RELY(b)1)USSC
(b)(1) USSC

e LET ME FOCUS ON RUSSIA FIRST
(U) RUSSIA THREAT

o (TS/[™ YREL)[(b)(1) USSC
(b)(1) USSC |

o (TS/°0 JREL)](b)(1) USSC
(b)(1) USSC

o (TSP RELJ (b)) USsC |
(b)(1) USSC
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(b)(1)
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o (S//REL)](b)(1) USSC

(b)(1) USSC

.'n-s BN |,

(b)(1) USSC

REL)(b)(1) USSC

(b)(1) USéC

(b)(1) USSC
o (TS IREL) (b)(1) USSC
(b)(1) USSC

REL

(b1) USSC

of
[(6)(1) usscC

(b)1)

o (TS REL) (b)(1) USSC

(b)1) USSC
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(o)1) USSC
T ~ JRELJ(®)(1) USSC
(o)1) USSC

o (15//™ 'REL)l(b)(1) USSC |

o](b)(1) USSC

o (1s/” INF)l(b)1) USSC
(b)(1) USSC
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o (154" INF)](b)(1) USSC
(b)(1) USSC

s/ INF)(b)(1) USSC

(b)(1) USSC

o (TS ®I NF)I(b)(1)USSC

(b)(1) USSC

SSC

(bX1)ussc |

o (TS]™ |REL)[(b)(1) USSC

(b)(1)uUssC
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o (TS REL)I (b)(1) USSC |

(b)(1) USSC

o(s/|”" Rev)|(b)1) USSC

(b)(1) USSC
TS/™_REL)] (b)(1) USSC
(b)(1) USSC

®1(b)(1) USSC

o (TS| |REL](b)(1) USSC

(b)(1) USSC

o(ts " [ReyfoX1)USSC ]
(b)(1) USSC

1

as[™ rew)[(o)(7) USSC

o (TS/™ [REL)[(b)(1) USSC |
(b)(1) USSC
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o(1s[™" [REL)[(b)(1) USSC

(b)(1) USSC

o (TS [REL){(b)(1) USSC
(b)(1) USSC

(S) (b)(1) |
o(1s]™" [REL[(o)1) USSC

(b)(1) USSC

. (Ts,1“’"” REL)|(b)(1) USSC

(b)(1) USSC

 (Ts]™ REL)|(b)(1) USSC

(b)(1) USSC

o(ts| IRE'-) (b)(1) USSC
(b)(1) USSC
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U) CHINA: FOR-PROFIT CNE

(b))

o(T

REL){(b)(1) USSC

(b)(1) USSC |

o (TS|® |REL)| (b)(1) USSC

(b)(1) USSC

o (TS/™ [REL

(b)(1) USSC

(b)(1) USSC

*1(b)(1) USSC

o (15" |REL)Y(b)(1) USSC

(b)(1) USSC

U) 4PLA

o (5™ REL)[(b)(1) USSC
(b)(1) USSC

o(1s] /rev) [(b)(1) UsscC
(b)(1) USSC
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o (TS |REL)|_(.b_)(1) USSC

(b)(1) USSC
o (TS, o fREL)|(b)(1) USSC
(b)(1) USSC
o(ts/ ReL)| (b)(1) USSC
(b)(1) USSC
SSESSMENT OF CHINESE ACTIVITY
°(T5j |NF)|(b)(1)ussc |

(bX1) USSC

®)1)

o (TS Fl(b)(1) USSC

|b)1) ussc

BT il ) OO —
(b)(1) USSC
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| (b)(1)
(U) IRAN CYBER TH ___Rm—‘l

(b)(1)

o (TS,

n
—

(b)(1) USSC

(b)(1) USSC
ljrqm—m (b)(1) USSC
(b)(1) USSC |

e 1(b)(1) USSC

o (15" F)I (b)X1) USSC

(b)(1) USSC

(b)(1) USSC

o (1" NF)|(b)(1) USSC N |

(b)

1) USSC

14

(b)(1)

=FOP-SEERET




-rop-seener " vorenm
I(b)(1) USSC

(b)(1) USSC

(b)(1) USSC
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o (TS/

ror ll:Enl(b)ﬁ)

b))

'/NF‘ (b){(1) USSC

(b)(1) USSC

N (Tsﬂ“’"” |,NF (b)(1) USSC

(b)(1) USSC

o(rs/”" InF)|(b)(1) USSC
(b)(1) USSC

o (TS/ (T0) o 'NF) o)1) USSC
(b)(1) USSC

CYBER THREAT FROM NON-STATE ACTORS
e CYBER CRIME IS THRIVING ECOSYSTEM WHICH
SOME ESTIMATE IS RESPONSIBLE FOR
FINANCIAL LOSS WORLDWIDE IN THE
HUNDREDS OF BILLIONS OF DOLLARS
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 NON STATE AND NON TRADITIONAL ACTORS
VERY ACTIVE; LEVERAGE TRANSNATIONAL
SKILLS

« CRIMINAL FORUMS INCREASE EVERY MONTH
ALONG WITH INCREASE IN MALWARE

 MOTIVATED BY PROFIT

{U) INTRUSIONS

&)1

o (TS/ FREL)[(b)(1) USSC
(b)(1) USSC

®1(b)(1) USSC

o(Ts|"" JREL)| (b)(1) USSC
(b)(1) USSC

e|(b)(1) USSC
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(b)(1)

(s ReL[EXT USSC
(b)(1) USSC
*[(b)(1) USSC
®
o(1s/| Rev)[(b)(1) USSC
(b)(1) USSC

¢l(b)(1) USSC

{U) 2013 CYBER PREDICTIONS
e ATTACKS MORE DESTRUCTIVE

¢ RAPID EVOLUTION OF GROWTH IN MOBILE
MALWARE
¢ CONTINUED EXPLOITATION OF US IP

(U) TAKE-AWAYS
* IT TAKES A TEAM TO ENHANCE U.S.

CYBERSECURITY WHILE PROTECTING CIVIL
LIBERTIES...AND THAT TEAM IS IN PLACE
* CONGRESS PLAYS A CRUCIAL ROLE

* WE ARE COMMITTED TO TRANSPARENCY
18
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(b)(1) USSC

Actors / Groups

US Sectors targeted

(b)(1)

USSC
Leadership
awareness

g .




e R o~ T

China Cyber Threat

b)(1) USSC

Actors / Groups

US Sectors targeted ’i

Leadership awareness

i
i
|
|
|
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(b)1) o




b)) b

BB Iran Cyber Threat

(b)(1) USSC

+
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Actors / Groups

US Sectors targeted |

(b)(1)
USSC

Leadership awareness|
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General Keith Alexander, USA
Commander, USCYBERCOM

Director, National Security Agency
Chief, Central Security Services

The overall classification of this briefing is: “ror-seerery®" HorORN-
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(b)(1)

How We Operate Globally to Defend the U.S.
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[(o)(1) ussC

(b)(1) USSC
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‘433 Cyber Updates

(b)(1) USSC

{(b)(1) USSC
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(b)(1) USSC

(b)(1) USSC

13




vl

(1Xq)

ossn (1)(@)

omw::xe mGULOu_CO_mm_S— h¢£>u Q




Questions?
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(bX1)

U.S. Federal Cybersecurity Operations Team

National Roles and Responsibilities

lligence
Support the national protection,
prevention, mitigation of, and
recovery from cyber incidents
Coordinate cyber threat investigations

kBI, NSD, CRMt,

DHS

* Investigate cyber crimes under DHS's
jurisdiction

NPPD, USSS,
iICE

MITIGATE |

s BF Ve

from cyber incidents
* Investigate cyber crimes under military
jurisdiction

USCYBERCOM, NSA
DiSA, DC3
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AND CYBER WORK TOGETHER
THE STORY BEGINS
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= (U)Tools / TTPs:
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Spearphishing£F5{®X"}
Custom built malware / Cybercrime
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(U) Shamoon Virus Infects Saudi
Aramco

— World's largest crude exporter (U)
— More than 30,000 systems affected or
rendered inoperable (U)
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Supports USCYBERCOM Lines of Effort; Defense of the Nation, CCMD n_ov:z:‘mm:Q and
Operational Plans, & U&m:&,:m DoD Infrastructure
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Mission Statement
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. Nature of Cyberspace

~* Cyberspace: (DoD) “A global domain within the information
| environment consisting of the interdependent network of
| _3313&,_03 ﬁmn::o_om< _sdﬂqmmﬁqcnﬁc«mm, m:a _,mm_ami Qmﬁm
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 However...

— Manmade domain/ever changing/privately owned
— Virtual

— Programming code and protocols define rules of the domain
— Environment/TTPs evolve at netspeed
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